The Rebview of Contemporary Scientific and Academic Studies I .\‘ l

i An International Multidisciplinary Online Journal
www.thercsas.com

ISSN: 2583-1380 Vol. 4 | Issue No. 7 | July 2024 Impact Factor: 6.53

Electronic Signature as a Tool to Improve Government Transactions

Turturean Emanuela (turturean_emanuela@yahoo.com), Ph. D. Student, Faculty of Philosophy and Socio-Political
Sciences, Political Sciences and International Relations Department, Alexandru Ioan Cuza University of lasi, Romania

E Copyright: © 2024 by the authors. Licensee The RCSAS (ISSN: 2583-1380). This article is an open access

article distributed under the terms and conditions of the Creative Commons Attribution Non-Commercial 4.0 International
License. (https://creativecommons.org/licenses/by-nc/4.0/). Crossref/DOI: https://doi.org/10.55454/rcsas.4.07.2024.004

Abstract: Electronic signature is used in government and economy transactions, becoming a significant component
of digital public administration. This article aims to analyze the role of electronic signature in improving government
transactions. Focus is on presenting the main security and integrity issues in the case of electronic signature. We will
see how electronic signature is created and verified. The methodology used is a qualitative one and is based on the
literature review on the importance of the electronic signature in government transactions, on European and
Romanian legislation and also on international reports on the use of electronic signatures in public administration.
No application or service can be completely secure, but we can say that the electronic signature service is an
effective means of preventing data theft. An argument in support of this idea is that the electronic signature cannot be
forged; a digitally signed message or document cannot be altered without invalidating the signature or document.
This fact ensures the integrity of the documents transmitted between the institutions of government administrations.
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1. Introduction

The use of electronic signature has become popular on the Internet, e-government, telecommunications
systems, and computer networks (Bui, Nguyen, Luu and Dao, 2022: 23) especially after many countries
adopted electronic signature laws, giving electronic signatures the same legal validity as handwritten
signatures (holographic signatures). Electronic signature is used in government and economy transactions
(Zubov, 2020: 624) becoming a significant component of digital public administration.

The rapid evolution of new information technologies in an increasingly digitized world has also caused
electronic signature technologies to change and develop new ways for institutions to communicate, transmit,
and archive documents. (Indu, N., Seetharaman, A, Veena, J and Arindam, B., 2016: 216). By using the
electronic signature service, risks of e-government systems being attacked by hackers may be minimized
during e-government transactions (Barman, Saha, 2013: 10), moreover, two of the most important principles
of e-government are trust and security, so even if the digital document is attacked by intruder then also he
cannot use it (Narayan, Shadab, Gaikwad, Sayyed and Bhawale, 2020:4327).

Therefore, by adopting electronic signature in the interactions between citizens and the government, the
integrity and security of the data and the fact that the documents have not been altered, are ensured.

2. Literature Review

The main concern of the legislation in the field of digital signature was electronic documents, sometimes
also called electronic records, but also signatures that are created, communicated and stored in electronic
form. This type of signature is known to the general public as electronic signature or digital signature. Since
1997, the countries of the European Union have been concerned with the presentation of a framework
project, which would help the states in harmonizing the legislation in the field of electronic signature, so that
on December 14, 1999, Directive 1999/93 was published. The Directive defines the electronic signature as
representing data in electronic format that is attached to, or is linked with other electronic data which serve
as a method of authentication (Directive 1999/93/EC: 2 article, paragraph 1). This definition is a broad one,
it includes both the stage of transposition of data in electronic form and the stage of authentication. Directive
1999/93/EC has been replaced by eIDAS from July 23, 2014. In Romania, the digital signature began to be
used with the adoption of Law 455/2001 which establishes the legal regime of the digital signature and
documents in electronic form.

Also, in a broad sense we can define the electronic signature as a technological term that refers to all the
methods by which an electronic record can be signed (Amza and Amza, 2008:19). We can appreciate this
definition is incomplete and does not capture all aspects of the digital signature process such as
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authentication or integrity of data. From the perspective of authentication, originality and integrity of data,
digital signature is a result of a cryptographic transformation (encoding) of data, than when properly
implemented, provides an authentication mechanism for verifying the originality, integrity of data and
signature recognition (Litan, 2013:85). This definition brings to our attention an extremely important
element in the electronic signature process, namely data encryption, involves data protection and the use of
‘electronic keys’.

Therefore, the electronic signature provides a high degree of data security, the recipient of the electronically
signed message can verify both the fact that the original message belongs to the person whose signature was
attached and the fact that the message has not been altered, intentionally or accidentally, from the moment to
which was signed (Tacu, 2012: 55). From this definition it follows that the electronic signature corresponds
to a single person and the integrity of the signed data is ensured. The transfer of the signature to other
persons is impossible. Three of the most important features of the electronic signature are that: electronic
signature ensure identification and creates a connection between the person who signed the document and
the document itself; and detects any changes made to the electronic signed document (Lax, Buccafurri,
Serena Nicolazzo, Nocera, Fotia, 2015: 440). These features apply in the context where users have already
agreed to the protocol of an electronic signature.

From technical point of view, in both cases of creating and verifying the electronic signature, the same
procedure is used, but with different keys (Egerszegi, Erdosi, 2003: 69). We will see in the next section that
the electronic signature involves two keys: the public key and the private key.

We could not complete the process of defining the concept of electronic signature without distinguishing
between simple electronic signature, advanced electronic signature and qualified electronic signature.
Simple electronic signature it is the most widely used and involves a minimum requirement for identity
assurance. Simple electronic signature does not fulfill any of the following elements such as: authenticity,
authentication, integrity, and does not involve the use of a certificate or e-token.

According to eIDAS an electronic signature can be defined as an advanced electronic signature if it meets
the following condition: it is exclusively connected by the signer; identify the signatory; it is created using
digital signature creation; and it is connected to the data signed in such a way that every intervention on the
signed data can be identified (eIDAS, 2014). We can conclude that advanced electronic signature ensures
authenticity, integrity, identity and involves authentication.

If advanced electronic signature is created with a device or e-token based on a qualified certificate, then the
signature is a qualified electronic signature. Also, qualified electronic signature enjoys the highest level of
validity in the member states of the European Union by being given the same legal recognition as a
holographic signature (Deloitte, 2017). A more specific definition of qualified electronic signature is given
from the perspective of a system that provides two guarantees: ensuring that a document’s signatory can be
identified, and the most important guarantee, the fact that once the electronic signature has been applied to
the document, any change or intervention on the document can be detected (Martoni and Palmirani,
2013:311).

3. Electronic Signature Process

Electronic signature process consists of three steps: mathematical algorithms, encryption and certification
(Ksketri & Dholakia, 2001: 1668). Electronic signature use a mathematical algorithms which enables the
receiver know the person who created the message and it is untampered while on transit. (Ahmed, 2022: 66).

The two major categories of algorithms that are the basis of an electronic signature are algorithms that are
responsible for the electronic signature generation process and algorithms that are responsible for the process
of verifying the authenticity of the signature.

From the point of view of some authors, there are at least three categories of algorithms that are the basis of
an electronic signature, namely: symmetric or asymmetric algorithms which are key generation algorithms;
signing algorithms and verification algorithms (Alrehily, Alotaibi, Almutairy, Alghtani and Kar, 2015:60).

The process of generating an electronic signature involves two keys, the private key and the public key. The
private key, as the name suggests, is secret and can only be used by the owner of the signature, while the
public key can be used by anyone to verify whether the owner of the private key was the person who signed
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the document or not. (Bartok, Erdosi, 2017: 455). So, the private key is used in the signature generation
process and the public key is used in the signature verification process.

The signatory of the document can be both a natural person, provided that person possesses an electronic
signature creation device, and a digital certificate obtained by law from an authorized provider. Digital
certificate is used to verify the public key belongs to the individual (Patel, Patel, Suthar, 2019: 39) and
involves also the metadata attached to the digital certificate.

To avoid any fraud attempt, as seen in figure 1 and 2, both keys are actually a string of bits, created by
algorithms that generate such pairs.

Figure 1: Electronic signature creation
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As we can see, a hash-code function is applied to the document, obtaining the fingerprint of the document.
Through an algorithm, the private key is applied over the fingerprint of the document, resulting in the
electronic signature. This operation is applied to a file opened and saved in Open Office and consists in
creating a file with the same name and extension as the original file. In this way, a file is obtained that can
only be decrypted by the persons possessing the certificates from the list of recipients of the document. It is
important to note that when encrypted the data, the hash code is different every time, even if it is used the
same password. (Shaker & Jumaa, 2017: 91).

Figure 2: Verification of a electronic signature
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After signing the document, it will be sent to the recipient, who can check if the document has really been
signed and verify that the data message is the same as the sent data message (Pathak, Sharma and Sharma,
2020: 132). Data message are not being signed directly, they are first hashed then signed (Ali, 2020:33) and
the person who receives the data message then applies his public key and verify the validity of data (Prakash,
Purohit, 2013: 28).

The verification of the electronic signature is an important process which ensure data integrity (Kavin &
Ganapathy, 2021: 180). Data integrity, in the case of electronic signature refers to the fact that the data inside
the signed document has not been tampered with during their transmission. If the document has been
tampered with, then the signature becomes invalid.

In summary, the verification of the electronic signature is done by using the public key. The private key is
known only to the signatory, the public key can be found out by all users in the network under the conditions
of accessing the website of the provider of electronic signature certification services.

No application or service can be completely secure, but we can say that the electronic signature service is an
effective means of preventing data theft. An argument in support of this idea is that the electronic signature
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cannot be forged, a digitally signed message or document cannot be altered without invalidating the
signature or document (Pooja & Yadav, 2018: 72).

4. Data Encryption and Decryption

Encryption involves encoding data in order to protect it and keep it secret. Encryption it is a method of
securing information and can only be accessed by the person with the valid decryption key (Mangal, Arora,
Goyal, 2021: 1). Encryption is the fundamental structure square of data security (Pronika, 2021: 1031), and it
is used for keeping data and documents confidential and private. In a digital era, a lot of confidential data is
transmitted electronically, so that such data does not reach those who are looking for it, we must refer to

cryptography.

Cryptography has the role of solving two big problems of data security namely privacy and authentication
(Whitfield, Hellman, 1976: 645). The flow of information in a conventional cryptographic system used for
the privacy of communications has several components: a sender, a receiver and a hacker. The sender
generates a plaintext or unencrypted message to be communicated over an insecure channel to the legitimate
receiver, to prevent the hacker from discovering the message, the sender operates on the message with an
irreversible transformation to encrypt the text. The key is transmitted only to the legitimate recipient through
a secure channel. The problem of authentication is one of the most important obstacles to the universal
adoption of electronic signature in government transactions.

More precisely, according to the instructions of the electronic signature providers, the encryption of a file is
done with the recipient’s public key, and if the certificate expires or the recipient loses/damages the private
key the encrypted file can no longer be recovered, (DigiSign, 2020: 12) the file is accessible by the recipient
and the sender as long as the cryptographic key pair exists. Encryption is insufficient, because it provides no
proof of the identity of the sender of the encrypted information (Al-Khouri, 2012: 17) that's way electronic
signature was created to ensure the integrity and security of the information.

Decoding the data is called decryption. From a technical point of view, decryption involves opening the
received file, and type the password. After entering the password, the data is converted and decoded into
word and images. Decryption is the process of transforming data message sent in the form of a secret code,
back into a form that can be understood. Sarkar & Noel (2020: 734) conclude that the strength of an
encryption system depend on the strength of its algorithm and on the length of the keys used for encryption
and decryption.

5. Electronic Signature as a Tool to Improve Electronic Government

In the electronic government age, each government sector moves away from paper documents with ink
signatures or authenticity stamps, to electronic signatures (Barik, Karforma, 2012: 10). In most parts of the
world, public authorities and institutions determine the type of electronic signature applicable (advanced or
certified) for use by natural or legal persons.

Successful implementation of quality e-government services involves specific legislation, regulations and
also a better understanding of the requirements of the citizen as they will be the ultimate end-users (Roy and
Karforma, 2014: 652). The failure of quality implementation of e-government services leads to the decrease
of citizens trust in the government and the stagnation of the development of the information society. For
example, electronic signature, which is a service used in e-government transactions is increasing, starting
from document management in official correspondence until used in the government's licensing documents
(Budiarti, Putra and Nurmandi, 2020: 632).

Electronic signature is an essential component of an e-gov infrastructure (Fonseca, Castro, Gonzalez,
Chavarria, Raventos, 2016: 225) and is the method which is used to validate and authorize the content and
users who are going to involve in the e-governance system (Pancholi, Patel, Hiran, 2018: 7).

Electronic signature contributes to the improvement of electronic government services by ensuring a high
degree of security and data confidentiality. Akotam, Kontoh and Ansah argue that government can reduce
data theft by employing the right mix of authentication, encryption and digital signatures; governments can
significantly reduce risk of forgery, theft or abuse of identification credentials. One of the most common
problems regarding data security in e-government is to grant access to authorized users as well as the need to
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verify that users are real who they claim to be (Alijeaid, Ma, Langensiepen, 2014:1) this problem is solved
by adopting and implementing electronic signature in e-government systems.

5. Conclusion

We have attempted to discuss the role of electronic signature in government transactions. We conclude that
the problem of authentication is one of the most important obstacles to the universal adoption of electronic
signature in government transactions.

We saw that the process of electronically sig a document consists of two steps, the signature creation process
and the signature verification process. The process of generating an electronic signature involves two keys,
the private key and the public key. The private key, as the name suggests, is secret and can only be used by
the owner of the signature, while the public key can be used by anyone to verify whether the owner of the
private key was the person who signed the document or not.

Electronic signature contributes to the improvement of electronic government services by ensuring a high
degree of security and data confidentiality
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